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Introduction

Serious and organised crime, including cyber-crime and terrorism often
have a cross-border dimension. International cooperation constitutes a
key element of the process of combatting crime at the national level.
The principle of mutual recognition underpins the EU architecture for
legal assistance and enables Member States to take timely and effective
action when tackling illicit activities of different character. Data sharing
on criminal justice matters within the EU is an essential component of
crime prevention. Over the past two decades, the EU has dedicated a
considerable effort in turning information exchange among competent
authorities in Member States into a vital asset for the implementation of
a coherent multi-layered strategy for tackling the cross-border dimen-
sion of criminal activities.

This report focuses on the ways in which the EU-UK judicial and police
cooperation has been affected as a result of the UK’s decision to leave
the EU. It provides an overview of the main EU instruments for data
sharing on security-related and criminal justice matters and summarises
the main changes in the state of EU-UK judicial and police cooperation
following Brexit.
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Data sharing on security-related and criminal
justice matters in the EU

This section outlines the existing framework for data exchange on secu-
rity-related and criminal justice matters within the EU. Relevant mecha-
nisms cover two broad areas, namely border control and fight against
terrorism and other serious crime. Principal instruments in these areas
that are pertinent to the process of information exchange are those con-
cerning the set-up, operation, and maintenance of the existing integrated
tecSical databases. Key regulations in each domain are briefly discussed.

Border control

Council Decision 2004/512/EC establishes a system — Visa Information
System (VIS) — for visa data exchange among Member States allowing
authorised national authorities to enter and update visa data from third
country nationals wishing to enter the Schengen area and to consult
these data electronically.’ VIS is a centralised system comprising a data-
base, an Automated Fingerprint Identification System (AFIS), and com-
munication infrastructure connecting national systems and consulate
services in third countries.?

' Council Decision 2004/512/EC establishing the Visa Information System (VIS), 8 June 2004;
Visa Information System (VIS), 2022

2 Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-
ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018. Also see Key docu-
ments and legislation on VIS, 2022


https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32004D0512
https://ec.europa.eu/home-affairs/policies/schengen-borders-and-visa/visa-information-system_en
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://ec.europa.eu/home-affairs/policies/schengen-borders-and-visa/visa-information-system/key-documents-and-legislation-vis_en
https://ec.europa.eu/home-affairs/policies/schengen-borders-and-visa/visa-information-system/key-documents-and-legislation-vis_en
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Regulation (EC) No 1987/2006 establishes a second generation Schen-
gen Information System (‘SIS II) to promote the maintenance of public
security and public policy and the safeguarding of security in the terri-
tories of EU Member States.® This Regulation lays down the conditions
and procedures for the entry and processing in SIS II of alerts in respect
of third-country nationals, the exchange of supplementary information
and additional data for the purpose of refusing entry into, or a stay in, a
Member State. Each Member State is responsible for setting up, operat-
ing, and maintaining its own national system (N. SIS II) and connecting
this system to a uniform national interface (NI-SIS II) which is part of
the Central SIS II.

Regulation (EU) No 603/2013 establishes the European Dactyloscopy
(EURODAC) — EU’s asylum fingerprint database — which enables au-
thorities in Member States to determine whether individuals applying
for asylum have applied for asylum in another Member State or have
illegally transited through another Member State.* The EURODAC system
supports the implementation of EU Regulation 604/2013 concerning the
examination of applications of third-country nationals for international
protection in EU Member States.s

3 Regulation (EC) No 1987/2006 of the European Parliament and of the Council on the establi-
shment, operation and use of the second generation Schengen Information System (SIS II), 20
December 2006

4 Regulation (EU) No 603/2013 of the European Parliament and of the Council on the establi-
shment of ,Eurodac’ for the comparison of fingerprints for the effective application of Regula-
tion (EU) No 604/2013 establishing the criteria and mechanisms for determining the Member
State responsible for examining an application for international protection lodged in one of
the Member States by a third-country national or a stateless person and on requests for the
comparison with Eurodac data by Member States‘ law enforcement authorities and Europol
for law enforcement purposes, and amending Regulation (EU) No 1077/2011 establishing a
European Agency for the operational management of large-scale IT systems in the area of
freedom, security and justice, 26 June 2013; Mirja Gutheil et al. The EU-UK relationship
beyond Brexit: options for Police Cooperation and Judicial Cooperation in Criminal Mat-
ters, Study commissioned by European Parliament’s Policy Department for Citizens’ Rights
and Constitutional Affairs at the request of the Civil Liberties, Justice, and Home Affairs (LIBE
Committee), July 2018

5 Regulation (EU) No 604/2013 of the European Parliament and of the Council establishing

10


https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32006R1987
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013R0603
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=celex%3A32013R0604
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Fight against terrorism and other serious crime

Council Framework Decision 2006/960/JHA establishes the rules under
which Member States’ law enforcement authorities may exchange ex-
isting information and intelligence effectively and expeditiously for the
purpose of conducting criminal investigations or criminal intelligence
operations.® This Framework Decision does not automatically enable
the use of information and intelligence as evidence before a judicial
authority, nor does it oblige Member States to provide such data to be
used in court. The use of information and intelligence shared under this
Framework Decision is subject to the national data protection provisions
of the receiving Member State. Competent authorities that are providing
the intelligence may, pursuant to their national legislation impose con-
ditions on how the information and intelligence are used.

The Prum Decisions of 2008 provide a core framework for promot-
ing cross-border cooperation among law enforcement authorities in the
EU. Council Decision 2008/615/JHA is intended to step up cross-bor-
der cooperation on criminal justice matters, particularly as regards the
exchange of information between authorities responsible for the pre-
vention and investigation of criminal offences.” The Decision set rules
covering the following areas:

e provisions on the conditions and procedure for the automated
transfer of DNA profiles, dactyloscopic data and certain national
vehicle registration data;

the criteria and mechanisms for determining the Member State responsible for examining an
application for international protection lodged in one of the Member States by a third-country
national or a stateless person, 26 June 2013

5 Council Framework Decision 2006/960/JHA on simplifying the exchange of information
and intelligence between law enforcement authorities of the Member States of the European
Union, 18 December 2006

7 Council Decision 2008/615/JHA on the stepping up of cross-border cooperation, particularly
in combating terrorism and cross-border crime, 23 June 2008; Council Decision 2008/616/
JHA on the implementation of Decision 2008/615/JHA on the stepping up of cross-border
cooperation, particularly in combating terrorism and cross-border crime, 23 June 2008


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006F0960
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32008D0615
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32008D0616
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32008D0616
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*  provisions on the conditions for the supply of data in connection
with major events with a cross-border dimension;

*  provisions on the conditions for the supply of information in order
to prevent terrorist offences;

* provisions on the conditions and procedure for stepping up
cross-border police cooperation through various measures (e.g.
joint operations, assistance in connection with mass gatherings dis-
asters and serious accidents).

Under Article 26 of this Decision, the processing of personal data by the
receiving Member State is permitted solely for the purposes for which the
data have been supplied. Processing for other purposes requires prior au-
thorisation of the Member State administering the file and is subject only
to the national law of the receiving Member State.

Council Decision 2008/616/JHA lays down the necessary administrative
and tecSical provisions for the implementation of Decision 2008/615/JHA,
in particular as regards the automated exchange of DNA data, dactyloscop-
ic data, and vehicle registration data.® Article 5 of this Decision requires
that Member States take all necessary measures to ensure that automated
searching or comparison of relevant data is possible 24 hours a day and
seven days a week. In the event of tecSical faults, it requires that Member
States agree on temporary alternative information exchange arrangements.

Directive 2016/680 complements the data protection measures defined in
the Prum Decisions. This Directive lays down the rules relating to the pro-
tection of natural persons with regard to the processing of personal data
by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention of threats
to public security.?

8 Council Decision 2008/616/JHA on the implementation of Decision 2008/615/JHA on the
stepping up of cross-border cooperation, particularly in combating terrorism and cross-border
crime, 23 June 2008

® Directive (EU) 2016/680 of the European Parliament and of the Council on the protection of
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https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32008D0616
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016L0680
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Directive 2016/681 enables the use of passenger name record (PNR)
data of passengers on extra-EU flights for the purposes of preventing,
detecting, investigating and prosecuting terrorist offences and serious
crime.™ Passenger name record comprises the information correspond-
ing to the travel requirements for making flight reservations and manag-
ing these by the booking and participating air carriers for each journey
booked. This Directive regulates the transfer of PNR data by air carri-
ers and its processing and exchange by and between Member States.
Member States can choose to apply the provisions of this Directive to
intra-EU flights, as well.

Directive 2019/884 contains provisions regarding the operation of the
European Criminal Records Information System (ECRIS)." ECRIS data-
bases and communication infrastructure enable the exchange of infor-
mation on convictions between EU Member States in a uniform, fast,
and compatible way providing easy access to the criminal history of
suspects and accused, including in which Member States an individual
has previously been convicted.”? As such, ECRIS can be used as a tool
for preventing offenders from escaping the consequences of previous
convictions in another EU Member State. ECRIS contains detailed re-
cords for convicted EU nationals. Relevant data on non-EU nationals
whilst available is not easily accessible.

natural persons with regard to the processing of personal data by competent authorities for
the purposes of the prevention, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, and on the free movement of such data, 27 April 2016

© Directive (EU) 2016/681 of the European Parliament and of the Council on the use of pas-
senger name record (PNR) data for the prevention, detection, investigation and prosecution of
terrorist offences and serious crime, 27 April 2016

! Directive (EU) 2019/884 of the European Parliament and of the Council amending Council Fra-
mework Decision 2009/315/JHA, as regards the exchange of information on third-country natio-
nals and as regards the European Criminal Records Information System (ECRIS), 17 April 2019

2. See European Criminal Records Information System (ECRIS), 2022


https://eur-lex.europa.eu/eli/dir/2016/681/oj
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32019L0884
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation/european-criminal-records-information-system-ecris_en
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EU-UK judicial and police cooperation
pre- and post-Brexit

This section focuses on the effects of Brexit on the EU-UK judicial and
police cooperation. It examines three inter-connected domains:

*  The relationship between the UK and relevant EU entities
such as Europol and Eurojust;

*  The state of the EU mechanisms for mutual legal assistance;

*  The state of the EU mechanisms for information exchange

concerning security-related and criminal justice matters.

EU specialised bodies for judicial and police
cooperation and the UK

Europol provides support to police officers and law enforcement ser-
vices in the fight against terrorism and other forms of serious crime,
including internet-based crime. It serves as a major ‘clearing house’ of
personal data and information that Member States deposit with the or-
ganisation.” The Europol Information System (EIS) is the agency’s central
criminal information and intelligence database containing records on
serious international crimes, suspected and convicted persons, criminal
structures, and offences and the means used to commit them.2 The data
available on EIS remains under the full control of the inputting entity

' CEPS and QMUL Task Force, Criminal Justice and Police Cooperation between the EU
and the UK after Brexit: Towards a principled and trust-based partnership, Centre for
European Policy Studies (CEPS), August 2018

2 See Europol Information System (EIS), 2022


https://www.ceps.eu/ceps-publications/criminal-justice-and-police-cooperation-between-eu-and-uk-after-brexit-towards/
https://www.ceps.eu/ceps-publications/criminal-justice-and-police-cooperation-between-eu-and-uk-after-brexit-towards/
https://www.europol.europa.eu/operations-services-and-innovation/services-support/information-exchange/europol-information-system
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(the data owner) who is responsible for verifying that the supplied data
are up-to-date, reliable, and accurate, and stored in compliance with the
established time limits. The inserted data cannot be altered by Europol
or another Member State.

The UK has played a leading role in the development of Europol’s ac-
tivities ranking the second largest contributor to Europol information
systems.® The UK has also made a significant contribution to Europol’s
Analysis Projects (AP) which focus on specific crime areas and enable
specialists to prioritise resources and ensure purpose limitation to pro-
vide tailored support to national law enforcement authorities.* The UK’s
Counter-Terrorism Internet Referral Unit has served as a model for the
EU Internet Referral Unit (EU IRU) which supports counter-terrorism
efforts by detecting and investigating malicious content on the internet
and in social media.s And the UK has actively promoted the need for
tackling cyber-crime being among the founding members of Europol’s
Joint Cybercrime Action Taskforce (J-CAT).6

Title V of the Agreement on Law Enforcement and Judicial Coopera-
tion in Criminal Matters contained in the Trade and Cooperation Agree-
ment (TCA) that was concluded between the EU and UK in late 2020
addresses Europol-UK cooperation post-Brexit. Europol has initiated a
procedure for operational cooperation with the UK as a third state.” Un-

3 Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-
ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018

4 See Europol Analysis Projects, 6 December 2021

5 Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-
ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018; https://www.europol.eu-
ropa.eu/about-europol/european-counter-terrorism-centre-ectc/eu-internet-referal-unit-eu-iru

5 See Europol, Joint Cybercrime Action Taskforce (J-CAT), 17 June 2022

7 See, Europol, Conditions applicable to the cooperation with the UK since 1 January 2021,
Press release, 29 April 2021. Also see, Trade and Cooperation Agreement between the
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https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europol.europa.eu/operations-services-and-innovation/europol-analysis-projects
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europol.europa.eu/about-europol/european-counter-terrorism-centre-ectc/eu-internet-referal-unit-eu-iru
https://www.europol.europa.eu/about-europol/european-counter-terrorism-centre-ectc/eu-internet-referal-unit-eu-iru
https://www.europol.europa.eu/operations-services-and-innovation/services-support/joint-cybercrime-action-taskforce
https://www.europol.europa.eu/media-press/newsroom/news/conditions-applicable-to-cooperation-uk-1-january-2021
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/948119/EU-UK_Trade_and_Cooperation_Agreement_24.12.2020.pdf
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der the provisions of the TCA, the UK will designate a national contact
point that will act as conduit for information and personal data shar-
ing between Europol and the UK’s competent authorities.® The UK will
also second one or more liaison officers to the Europol’s offices in the
Hague. Prior to Brexit, the UK had the largest liaison bureau at the Eu-
ropol Headquarters.® Europol has the right to second liaison officers to
the UK which requires the UK to ensure that these officers enjoy direct
access to relevant domestic databases, and that they will act and work
appropriately within the constraints of their working and administrative
arrangements, while reflecting the UK’s new status as not being a Mem-
ber State.™ Besides exchange of personal information, additional areas
of cooperation between Europol and the UK may include:

*  Exchange of specialist knowledge;

*  General situation reports;

*  Results of strategic analysis;

* Information on criminal investigation procedures;
* Information on crime prevention methods;

e Participation in training activities;

Provision of advice and support in individual criminal investigations and
operational cooperation.

European Union and the United Kingdom, 2020

8 House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021

® Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-
ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018

© House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021

' House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/948119/EU-UK_Trade_and_Cooperation_Agreement_24.12.2020.pdf
https://lordslibrary.parliament.uk/beyond-brexit-policing-law-enforcement-and-security/
https://lordslibrary.parliament.uk/beyond-brexit-policing-law-enforcement-and-security/
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://lordslibrary.parliament.uk/beyond-brexit-policing-law-enforcement-and-security/
https://lordslibrary.parliament.uk/beyond-brexit-policing-law-enforcement-and-security/
https://lordslibrary.parliament.uk/beyond-brexit-policing-law-enforcement-and-security/
https://lordslibrary.parliament.uk/beyond-brexit-policing-law-enforcement-and-security/
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It is worth noting that the extent to which third countries can participate
in Europol activities is significantly limited when compared to the ben-
efits which full membership of the agency offers. For example, under
the terms of the present agreement the UK is no longer involved in the
governance of the EU police agency. But there are also practical con-
straints. A 2018 study published by the Centre for European Policy Stud-
ies (CEPS) summarises these as follows: “Law enforcement authorities of
third countries with an operational agreement with Europol are allowed
to input data but also to make inquiries for information stored in the EIS,
yet their access to the agency’s databases is indirect. This means that in-
coming third countries’ requests to search the EIS are channeled through
the liaison officer(s) posted at the agency’s headquarters, and they are
then forwarded to the competent Europol Unit. Also, third parties are
not granted the same ‘from the field” access to the EIS currently granted
to UK and EU police authorities. Third countries’ participation in Eu-
ropol’s operational projects is only allowed upon unanimous agreement
of all EU Member States that are full members of the agency. Operational
partners of Europol cannot act as ‘project leaders’ or ‘co-leaders’ of pro-
jects implemented in the priority areas (smuggling, human trafficking,
cybercrime, etc.) identified as part of the EU policy cycle.”?

Eurojust seeks to promote and facilitate cooperation between investigat-
ing and prosecuting authorities within the EU by providing a forum for
coordination meetings and specialised expertise on practical and proce-
dural issues concerning joint cross-border activities. Eurojust hosts the
Joint Investigation Teams (JITs) Network Secretariat and supports nation-
al authorities in setting up and operating JITs.® JITs bring together prose-
cutors, judges, and law enforcement professionals of two or more coun-
tries. Prior to Brexit, the UK was actively involved with JITs activities.*

2 CEPS and QMUL Task Force, Criminal Justice and Police Cooperation between the EU
and the UK after Brexit: Towards a principled and trust-based partnership, Centre for
European Policy Studies (CEPS), August 2018

3 Eurojust, Joint Investigation Teams (JITs), 2022

4 Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-

18


https://www.ceps.eu/ceps-publications/criminal-justice-and-police-cooperation-between-eu-and-uk-after-brexit-towards/
https://www.ceps.eu/ceps-publications/criminal-justice-and-police-cooperation-between-eu-and-uk-after-brexit-towards/
https://www.eurojust.europa.eu/judicial-cooperation/eurojust-role-facilitating-judicial-cooperation-instruments/joint-investigation-teams
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
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Under the terms of the TCA, cooperation between Eurojust and the UK
to combat serious crimes is still possible. To this end, the UK will have at
least one contact point to Eurojust within the UK’s competent authority
and a Domestic Correspondent for Terrorism Matters designate, as well
as a seconded Liaison Prosecutor to Eurojust in The Hague.™ In contrast
to Europol, Eurojust grants to third countries access to services that are
similar to those offered to full members. When third countries post their
authorities at Eurojust, they can benefit from the support of the agency
almost as if they were EU Member States. This includes, for example,
participation in JITs and, upon invitation, attendance and participation in
operational and strategic meetings.”” However, under cooperation agree-
ments with third countries there is no provision for access to the Eurojust
Case Management System or management board meetings. Third coun-
tries are not members of the European Judicial Network (EJN).'*

Mechanisms for mutual legal assistance

Box 1 provides information about key EU legal assistance instruments
that continued to apply before the entry into force of the TCA between
the EU and UK (before 1 January 2021).'

ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018

5 House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021

6 CEPS and QMUL Task Force, Criminal Justice and Police Cooperation between the EU
and the UK after Brexit: Towards a principled and trust-based partnership, Centre for
European Policy Studies (CEPS), August 2018

7 Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-
ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018

8 See European Judicial Network, 2022

9 Eurojust, Judicial cooperation in criminal matters between the European Union and the
United Kingdom from 1 January 2021, 1 February 2021


https://lordslibrary.parliament.uk/beyond-brexit-policing-law-enforcement-and-security/
https://lordslibrary.parliament.uk/beyond-brexit-policing-law-enforcement-and-security/
https://www.ceps.eu/ceps-publications/criminal-justice-and-police-cooperation-between-eu-and-uk-after-brexit-towards/
https://www.ceps.eu/ceps-publications/criminal-justice-and-police-cooperation-between-eu-and-uk-after-brexit-towards/
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)604975
https://www.ejn-crimjust.europa.eu/ejn2021/Home/EN
https://www.eurojust.europa.eu/publication/judicial-cooperation-criminal-matters-between-european-union-and-united-kingdom-1-january-2021
https://www.eurojust.europa.eu/publication/judicial-cooperation-criminal-matters-between-european-union-and-united-kingdom-1-january-2021
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Box 1: Key EU legal assistance instruments

The Convention established by the Council on Mutual Legal Assistance in Criminal Matters between the
Member States of the EU in 2000 seeks to supplement the provisions and facilitate the application of
the European Convention on Mutual Assistance in Criminal Matters of 1959 and its Additional Protocol
of 1978.2° The 1959 Convention adopted by the Council of Europe requires Contracting Parties to
afford to each other the widest measure of mutual assistance in proceedings in respect of criminal
offences as regards evidence gathering, hearing of witnesses, experts, and prosecuted persons, etc.?!
The Additional Protocol complements the provisions of the Convention and withdraws the possibility
to refuse assistance solely on the ground that the request concerns an offence which the requested
Party considers a fiscal offence.?? It extends international co-operation to the service of documents
concerning the enforcement of a sentence and similar measures and adds provisions relating to the
exchange of information on judicial records.

Council Framework Decision 2002/584/JHA establishes the European arrest warrant (EAW) and the
surrender procedures between Member States for the purposes of conducting a criminal prosecution
or executing a custodial sentence or detention order.?® Between 2004 and 2015, the UK extradited
over 8,000 individuals accused or convicted of a criminal offence to other Member States which is in
stark contrast to the less than 60 individuals extradited each year by the UK to any country before the
entry into force of the EAW.24
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Council Act establishing in accordance with Article 34 of the Treaty on European Union the
Convention on Mutual Assistance in Criminal Matters between the Member States of the Eu-
ropean Union, 29 May 2000

Council of Europe, European Convention on Mutual Assistance in Criminal Matters, 1959

Council of Europe, Additional Protocol to the European Convention on Mutual Assistance
in Criminal Matters, 1978

Council Framework Decision 2002/584/JHA on the European arrest warrant and the surren-
der procedures between Member States, 13 June 2002

Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-
ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018
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Council Framework Decision 2003/577/JHA establishes the rules under which a Member State shall
recognise and execute in its territory a freezing order issued by a judicial authority of another Member
State in the framework of criminal proceedings.2® Since the entry into force of the Framework Decision
2006/783/JHA until November 2016, the UK enforced 69 requests for other EU Member States result-
ing in the freezing of GBP170 million.2®

Council Framework Decision 2008/675/JHA determines the conditions under which, in the course of
criminal proceedings in a Member State against a person, previous convictions handed down against
the same person for different facts in other Member States, are taken into account.?” Such information
may be obtained under applicable instruments of mutual legal assistance or extracted through the
existing mechanisms for exchange of criminal records.

Council Framework Decision 2008/909/JHA establishes rules for mutual recognition of judgements
and enforcement of custodial sentences.?® From 2010 to 2011, the UK returned 1,019 individuals
back to EU Member States to serve the remainder of their custodial sentence; from 2015 to 2017 this
number more than tripled to 3,451.2°

Council Framework Decision 2009/829/JHA lays down rules for mutual recognition of decisions on su-
pervision measures as an alternative to provisional detention.®° This includes procedures for monitor-
ing the supervision measures imposed on a natural person and the surrender of the person concerned
in case of breach of these measures.

25

26

Council Framework Decision 2003/577/JHA on the execution in the European Union of
orders freezing property or evidence, 22 July 2003

Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-
ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018

Council Framework Decision 2008/675/JHA on taking account of convictions in the Mem-
ber States of the European Union in the course of new criminal proceedings, 24 July 2008

Council Framework Decision 2008/909/JHA on the application of the principle of mutual
recognition to judgments in criminal matters imposing custodial sentences or measures in-
volving deprivation of liberty for the purpose of their enforcement in the European Union, 27
November 2008

Mirja Gutheil et al. The EU-UK relationship beyond Brexit: options for Police Cooperation
and Judicial Cooperation in Criminal Matters, Study commissioned by European Parlia-
ment’s Policy Department for Citizens’ Rights and Constitutional Affairs at the request of the
Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018

Council Framework Decision 2009/829/JHA on the application, between Member States of
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o Directive 2011/99/EU sets out the rules for issuing a European protection order to enable extending
the application of already adopted protection measures in the territory of another Member State.3'

. Directive 2014/41/EU sets out the rules for issuing a European Investigation Order (EI0).%2 EIO is a
relatively new instrument (in force since 2017) which covers any investigative measure with the excep-
tion of the setting up of a joint investigation team and the gathering of evidence within such a team.

Even before the entry into force of the TCA, the UK decided to opt out
of certain legal instruments which means that the application of these
instruments ceased before 1 January 2021. Among these instruments
was Council Framework Decision 2008/947/JHA that lays down rules
for mutual recognition of probation decisions and supervision of pro-
bation measures and alternative sanctions,® as well as several directives
concerning criminal procedural rights, including those guaranteeing the
right of access to a lawyer and the right of access to legal aid.* Direc-
tives concerning criminal procedural rights which the UK opt into and
continued to apply during the so called transition period (during which
the TCA was being negotiated) include Directive 2010/64/EU on the
right to interpretation and translation in criminal proceedings; Directive

the European Union, of the principle of mutual recognition to decisions on supervision measu-
res as an alternative to provisional detention, 23 October 2009

31 Directive 2011/99/EU of the European Parliament and of the Council on the European pro-
tection order, 13 December 2011

%2 Directive 2014/41/EU of the European Parliament and of the Council regarding the European
Investigation Order in criminal matters, 3 April 2014

3 Council Framework Decision 2008/947/JHA on the application of the principle of mutual
recognition to judgments and probation decisions with a view to the supervision of probation
measures and alternative sanctions, 27 November 2008

34 Directive 2013/48/EU of the European Parliament and of the Council on the right of access
to a lawyer in criminal proceedings and in European arrest warrant proceedings, and on the
right to have a third party informed upon deprivation of liberty and to communicate with third
persons and with consular authorities while deprived of liberty, 22 October 2013; Directive
(EU) 2016/1919 of the European Parliament and of the Council on legal aid for suspects and
accused persons in criminal proceedings and for requested persons in European arrest war-
rant proceedings, 26 October 2016
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2012/13/EU on the right to information in criminal proceedings; and
Directive 2012/29/EU establishing minimum standards on the rights,
support and protection of victims of crime.®

Since 1 January 2021, EU legal instruments, including those concerning
mutual legal assistance no longer apply in the UK.®* Under the terms of
the TCA, surrender procedures (replacing the EAW) and procedures for
freezing and confiscation are regulated as self-standing areas. By con-
trast, mutual legal assistance is not self-standing area, as it is regulated by
both the Conventions of the Council of Europe and the TCA provisions.

The surrender agreement in the TCA largely replicates the EAW, inso-
far as it respects the condition of double criminality unless the offence
for which an EAW was issued is not featured on the list of 32 offences
contained in 2002/584/JHA.” However, the TCA introduces the principle
of proportionality which enables judges to consider a range of factors
when considering a surrender warrant including relevant human rights
obligations under their national law, whether something is an offence
under national legislation, or whether the request for surrender is politi-
cally motivated.® Under the TCA, extradition is refused on three grounds:

3% Directive 2010/64/EU of the European Parliament and of the Council on the right to interpre-
tation and translation in criminal proceedings, 20 October 2010; Directive 2012/13/EU of the
European Parliament and of the Council on the right to information in criminal proceedings, 22
May 2012; Directive 2012/29/EU of the European Parliament and of the Council establishing
minimum standards on the rights, support and protection of victims of crime, 25 October 2012

3% EU instruments concerning pending requests for legal between EU Member States and the UK
received before 1 January 2021 remained applicable. This included the EAW as long as it was
received before 1 January 2021 and if the requested person was arrested before that date for
the execution of the EAW. See Eurojust, Judicial cooperation in criminal matters between
the European Union and the United Kingdom from 1 January 2021, 1 February 2021

87 Eurojust, Judicial cooperation in criminal matters between the European Union and the
United Kingdom from 1 January 2021, 1 February 2021

%8 House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021
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1. if the offence on which the arrest warrant is based is covered
by an amnesty in the executing state, where that state had
jurisdiction to prosecute the offence under its own criminal law;

2. if the executing judicial authority is informed that the
requested person has been finally judged by a state in
respect of the same acts, provided that, if a penalty has been
imposed, it has been enforced, is in the process of being
enforced or can no longer be enforced under the law of the
sentencing state; or

3. if the person who is the subject of the arrest warrant may
not, owing to the person’s age, be held criminally responsible
for the acts on which the arrest warrant is based under the
law of the executing state (Article LAW.SURR.80).%®

Additional grounds for non-execution of the arrest warrant include but
are not limited to the following: (1) if the alleged offence does not
exist in the executing state; (2) if surrender is sought for a political
offence; or (3) if the requested person is a national of a state that has
invoked fundamental constitutional principles barring the extradition of
its own-nationals (Article LAW.SURR.81).# As concerns criminal proce-
dural rights, the TCA include additional provisions for the right to legal
assistance, to be informed of the contents of the warrant for their sur-
render (including, where necessary through a written translation), and
to an interpreter. The authority that executes the arrest warrant decides
whether the requested person should remain in detention and can order
their provisional release at any time in accordance with the domestic
law of the executing state provided that adequate measures are taken to
prevent the person from absconding (Article LAW.SURR.90).%

% Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020

4 Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020

41 House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021

42 Trade and Cooperation Agreement between the European Union and the United King-
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The provisions of the TCA regarding mutual legal assistance supple-
ment the application of the European Convention on Mutual Assistance
in Criminal Matters and its Additional Protocols. The Second Protocol
which entered into force in 2004 takes into account the changing na-
ture of cross-border crime in the light of political and social develop-
ments in Europe and tecSological developments throughout the world
and broadens the range of situations in which mutual assistance may
be requested.® The new regime is inspired by Directive 2014/41/EU
that introduces the EIO but unlike this Directive, it is not based on the
principle of mutual recognition.* Under the principle of mutual recog-
nition, the executing state is essentially obliged to recognise and ensure
execution of the request of the other country.® Instead of treating the
decisions of a requesting state as if they were domestic decisions, sub-
ject to certain exceptions, under the new regime there is only an obli-
gation to assist other states.* The latter obligation is limited to what is
expressly set out in the TCA; in all other circumstances, the limitations to
international cooperation imposed by domestic law will apply. Requests
for mutual assistance thus need to meet the following conditions: (1)
that the request is necessary and proportionate for the purposes of the
proceedings, taking into account the rights of the suspect or accused,;
and (2) that the investigative measure(s) indicated in the request could
have been ordered under the same conditions in a similar domestic case
(Article LAW. MUTAS.116).# The TCA envisages the possibility of re-
course to a different investigative measure than the one indicated in the

dom, 2020

43 Council of Europe, Second Additional Protocol to the European Convention on Mutual
Assistance in Criminal Matters, 2001

4 Eurojust, Judicial cooperation in criminal matters between the European Union and the
United Kingdom from 1 January 2021, 1 February 2021

4 Eurojust, European Investigation Order, 2022

4 Gary Pons, Freezing and confiscation under the EU-UK Trade and Cooperation Agree-
ment, 8 March 2021

47 Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020
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request for mutual assistance if the latter does not exist under the law
of the requested state, or would not be available in a similar domestic
case (Article LAW. MUTAS.117).®¢ The requested state decides whether
to execute the request for mutual assistance no later than 45 days after
the receipt of the request (by contrast, the time limit under the EIO Di-
rective is 30 days).

The arrangements concerning freezing and confiscation aim to provide
the widest extent possible of cooperation within the framework of pro-
ceedings in criminal matters comprising of (1) investigative assistance,
(2) provisional measures, and (3) confiscation.® These arrangements are
not based on the principle of mutual recognition but follow a similar
logic as the new regime on mutual legal assistance. Relevant requests
need to respect the principles of necessity and proportionality (Article
LAW.CONFISC.1 (5)).%

Mechanisms for the exchange of information

Box 2 provides information about the participation of the UK in the
existing mechanisms for data sharing on security-related and criminal
justice matters before the TCA was concluded.

“¢ Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020

4 Eurojust, Judicial cooperation in criminal matters between the European Union and the
United Kingdom from 1 January 2021, 1 February 2021

5 Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020
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Box 2: UK participation in the EU mechanisms for data sharing

. The UK opted in to the Prum Decision and has been investing in its IT systems to allow EU Member
States to search the UK’s DNA, fingerprint, and vehicle registration databases.

. The application of the PNR Directive started in 2018. The UK was the first EU country to have a fully
functioning Passenger Information Unit and played an active role in the development of this capability
atan EU level. The UK was among the EU Member States that notified the European Commission of the
application of the PNR Directive in intra-EU flights.

O Since its introduction, the ECRIS system has become a key information exchange mechanism. The UK
was the fourth largest user of the system and made a significant contribution to the effectiveness of
ECRIS. For example, in 2016, the UK sent and received 173,251 requests and notifications through
the EU, a significant number of which were submitted through ECRIS, and notified Member States of
35,509 convictions of their nationals in the UK, enabling national law enforcement agencies to ensure
that the offending history of their nationals is correct.

. The UK connected into SIS Il in 2015 but only participated in the law enforcement aspects. In this
capacity, the UK was among the most frequent system users.

. Since the UK did not participate in the Schengen acquis, the country was denied access to the VIS
system. It was still possible for national authorities and Europol to request access to the data kept on
VIS in specific cases. In 2015, VIS was introduced in the UK for applicants for Schengen visas from
participating Member States.

. The UK was an active user of the EURODAC system and a major contributor of data sets to the system.

Source: Mirja Gutheil et al. The EU-UK relationship beyond Brexit:
options for Police Cooperation and Judicial Cooperation in Crim-
inal Matters, Study commissioned by European Parliament’s Policy De-
partment for Citizens’ Rights and Constitutional Affairs at the request of
the Civil Liberties, Justice, and Home Affairs (LIBE Committee), July 2018.

The TCA contains provisions concerning reciprocal cooperation be-
tween the competent law enforcement authorities of the United King-
dom, on the one side, and the Member States, on the other side, on
the automated transfer of DNA profiles, dactyloscopic data and certain
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domestic vehicle registration data (Article LAW.PRUM.5).5* The new re-
gime essentially ensures that the UK is able to preserve its access to
the Prum system.®? However, the TCA does not specify to what extent
the UK is obliged to follow any subsequent EU legislative amendments
concerning Priim data, i.e. in the event that the Prum regime evolves
further, the UK will have a choice whether or not to align its standards
with the new requirements.

The TCA contains lays down rules under which passenger name record
(PNR) data may be transferred to, processed and used by the United
Kingdom competent authority for flights between the EU and the United
Kingdom (Article LAW.PNR.18).% Such data need to be processed strictly
for the purposes of preventing, detecting, investigating or prosecuting
terrorism or serious crime. The following requirements apply:

* the safeguards applicable to the handling of PNR data are applied
on an equal basis and without unlawful discrimination;

* the processing of special categories of personal data is prohibited,

*  the UK must implement regulatory, procedural or tecSical measures
to protect PNR data against accidental, unlawful or unauthorised
access, processing or loss;

* the UK shall ensure compliance verification and the protection, se-
curity, confidentiality, and integrity of PNR data through, for exam-
ple, encryption, limited access by officials, and retention in secure
physical environments;

5" Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020

52 House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021

5 Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020
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the UK shall ensure that any breach of data security is subject to effec-
tive and dissuasive corrective measures which may include sanctions.®

Under the terms of the TCA, the UK may derogate from the obligation to
delete all PNR data after individuals leave the UK provided that there is
objective evidence from which it may be inferred that certain passengers
present the existence of a risk in terms of the fight against terrorism and
serious crime (Article LAW.PNR.28 (4)).5 To this end, the new regime
envisages a process for supervising the UK’s derogation.s

Under the terms TCA, the UK no longer has access to the ECRIS system
but under the new regime, criminal records data will be shared with the
EU on a very similar basis to that which applied when the UK had access
to the system.” Exchange of relevant information will take place electron-
ically and within time frames that are comparable to those of pre-Brexit
arrangements. The UK and EU Member States also need to take measures
to inform one another of all criminal convictions in respect to their na-
tionals at least once per month (Article LAW.EXINF.122 (2)).5® By contrast,
under the TCA the UK has lost access to SIS II and EURODAC.*

54 House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021

% Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020

% House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021

57 House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021

% Trade and Cooperation Agreement between the European Union and the United King-
dom, 2020

5 House of Lords, European Union Committee, Beyond Brexit: policing, law enforcement and
security, 7 February 2021
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Conclusion

When considering the impact of Brexit on EU-UK judicial and police
cooperation, there are at least three aspects that merit specific attention.

First, fight against crime continues to be a high-priority area both in the
EU and UK. Illicit cross-border activities, such as organised crime, ter-
rorism, money laundering, human trafficking, and internet-based crime
pose security challenges to EU Member States and the UK alike and
expose their common vulnerabilities. Identifying options for close coop-
eration in addressing these challenges and countering their pernicious
manifestations is fundamental to the process of strengthening security
and law enforcement within Europe.!

Second, the new regime for judicial and police cooperation established
by the provisions of the TCA has redefined some of the key princi-
ples that underpin judicial and police cooperation within the EU. Some
might view this new system as a viable alternative that might be less
constraining and less bureaucratically burdensome; however, making
the new arrangements work effectively would inevitably incur signifi-
cant costs, as many of the avenues for efficient cooperation, including
those for data sharing have permanently been restructured and in some
cases even removed.

Third, the tangible effects of Brexit in the area of judicial and police
cooperation are yet to be evaluated. Making these arrangements work
will require a deep commitment to a common ethos that cherishes rule

' James Black et al. Defence and security after Brexit: Understanding the possible implica-

tions of the UK’s decision to leave the EU — Compendium report, RAND Corporation, 2017
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of law, respect for human rights, and democratic values. The functioning
of the new regime for judicial and police cooperation could be seen as
a test as much as it could be considered an opportunity for further de-
veloping and improving the existing EU frameworks for crime preven-
tion. In turn, it is possible to approach this regime as a common testing
ground and a peer-learning experience that would enable both sides to
identify and tackle potential weaknesses and gaps and devise mutually
beneficial solutions for countering common security challenges.
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